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39 oo plml cslo Oloj o 5l 3590 LIl &5 el Sl &S
ey 42035 polre Sllas & 53l 51 Ul g Juol> Olisebs
ol 0o Sas [,.,..ab abls e oligS 9 @ sla Ghils 5 s g
S 3 b oui8 eslil 9,80 "Olys" sla o 5l b bl
s SIS o b 9) 8 14z g SN 511, CPU il
Lol w2l 5l CPU @ a8 Gloj (a8 Jlab e JalS o |,
9 (e (o0 plsl 5l 5,90 sla)ls ws 87 ) Olgs >
T L LA T

Ol 1y Lt 53 Olgs Cilisen sla o 51 S o8\ Jgar
aidy G a4 gl o ) CPU 0lys (oo la > ana )5 00 (o
35, b 5 (IYC) daswgs baly Gupol Gl iy oo )5
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A ool L Jie (2 slas, SO L P.:.Q".‘Ju A Sogo )
oSl 9 5K da by 51 (S s9) 2 JUKew 05l g
oigals " oo | Olgs o 0l o0 oS 2l Sl

Sleep mode Main RTe | wakeu sPM,/EEPR ADC RTC Wakeup Notes
p clock P ready waKe | complete wakeup | wakeup | From other interrupts
Idle On On Fast Yes Yes Yes Yes
. As idle mode,
ADC e On Fast Yes Yes Yes No but fewer
reduction .
modules active
Power off off Slow Yes No Yes No Only external
down wakeup
As power down
Power save off On Slow No No No No mode, but
autonomous
wakeup possible
As power down
Standby On | off Fast No No No No mode, but with
rlain clock on
As power save
Extended On On Fast No No No No mode. but with
sta ndby .
main clock on
Vooyled Joax
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Verr BYer o a5yl L8 9o (ﬂ|0¢3[,.m,5(:.al)w sla
o L 008 s ol 35 il 5L 63k oslal (sl S
sl 53 Oloj 1 455 (sl ol sl IS 099 KT Jlo o bl
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a5 sas oo 1) Ol (ul RC )il 4 a5 sizwa sles
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S 29350283 Ghg) nl Sl olgs o0 &5 e

Lol .l cowlio UART sl a5 ol 305 Y

s g Bl ol 5l XMEGA sla 9,5
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Los 9 )8 Wy 039320 ples o 1, ol olg e
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SW sl b 57 cds & Sogo o Ll

Sl i pubis b Ol oo il 5L 5)0e

b Jhew 5 9l > (55, »» CKSEL

"(Low Power Crystal Oscillator) 5" olys

Full) Jols e b Jloer 5 5ol sl

&5l b pan 5 "(Swing Crystal Oscillator
o el o o8 Bl 4l andl 58 Lex 4o
55 o Ly Gl 5 Sam 5y bl

e 3l b 3 sbezel bl 5 oils aain Ko o (g 45 i
&o aot Sl eslatul ol o 5 480 45 09 80 ALl Alls 3929
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Oscillator type Accuracy Start-up time in cycles
Quartz crystal 1 0 ppm to 50 ppm 16000
32 kHz watch crystal 1 0 ppm to 50 ppm 16000 to 32000
Ceramic resonatoT 0.5%to1% 200 to 1000
RC oscillator 1%t02 % (calibrated) 6
External clock - 6
Y ooleds Jya

FURES R lSo,;.'::P.ﬁ.L':;S [,.mACSR Sy 53 ACD s b
L Ll andl 50l (a9 480 0L,z Olsae 3 £ A g ¥
Js e ACSR i, ;5 ACIE s 055 a0 L AC aidy
u:yb)fww&glop);wloiuo)wl{ﬁi)m;yz
Sy OB 3405 a5 g0y ogh Jlad aidy K lggan il
duslie 539)9 4 (31 ©)gum pa (ol Vref o8 algs a5)
L OOUA o 5 See Olgs I o > il ead Juoy S
> ACBG s & cwl L ool ol a8 o aslal 0L > S
4 0 4l 39 a0 pa ACSR iz
O39a3 Ggals L Ol (0 5 2o (292
Joaz o il cws 0l 4 Lol wlgsl

5l el 63,91 Y

)91 9 0x9bin 4o I/0 o i)
(XMEGA (5 0 ;5 i) 5)loee slo
Sy ShIs AVR ¢)00 sla oKiws
& sitwa (SFR) ol 5,0, | sla
Sl lolazsl a5 Ll 53 1, T Olgs oo
s ol 3905 23boT 0t azslis’ T
o 03,5 hgy & Canl (g cpl 4
Shgws 4k 5 @ 035 Ghsals
ol Sl ean 69 2 Olg o b @
Sl b opl by 5 g0 03ly o jtuu>)
pLsl ey Olgs (oo (o8l Dlgol mazmio
6w, LIS AVR a0 sla 9 K 5905 5 B P
T & D e &S A Sl o) dad (29,57 (5399
Ol oo XMEGA sla (s, 3 .ol SRAM bisms 5l it
Sl ) 4 (g s Ol &S (g)lxe sl g Sl eslanal b
Job (a5 oo ) o9 sl LINTFLAG 3 DIR(IN. OUT
099, 9 USG5 0ols Jl)l sla Gy Sl eslazwl b1, Jled o9
Sl Gl b cw )8 cuwws sla

M“A{AM@\V”AL)JI)J@L{)’OM')BIJM.)9»:4&5»0

O Ol als 5le Okl

7S5, K3 1358 S gaiie 3> 5l (s 3L Wy & S50 5
ol 5SS 5k sl 3505 Slilae plosl 4 g5 & il e
G 0L rals Sl Obles pb 4 5y J a8 aoly Sl
&S Symo 3 a5 oyl 3929 (BOD)
o8l et Ol Sl 455 aia 5y
Jie cunn) > 4 1) 9 K 90 5
slag Ko PicoPower sla (s .05 o0
s ATmegal69P ;> 4) AVR
e KSoells (ATmegal 69PV
L Oly (o &5 diiwa BOD sl 5 Olgs
olgs b 5 1, BOD T 1 eslizal
WA A (G)go )3 390 b a9 e
@ ol Wy laie il g 5L Gl )le
Ol Jlade Olg (o0 9 4S5 o il al)T
0aisS dwolio L 9 ADC I eslaal U 1,
U5 0155 o S 0l b g a8 STglUT
s » BOD s> a4 5Uy Hlace ool
o5 3Ll oSl g K by
Dead 3 b5l 0o

(PRR) 5Uy Jol&5 jamer
oeals 1) LT b 39 sod eolizl (slo sla oKaws 5l a8 Sl
Sy SO 393 090 b AVR iy jshie ed 40 3903
sz ol Sy b odas bl (PRR) Wy Julis
& 5l 1) I2C) aapwgs bsly g ADC. USART 1ol 0lgs o0
SN 0,bgs 0 Jd 1 Gis sl s b oges las olas™S
ST 3 anslin 0390 Logals sl p bl BL s <> s
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Module Saving when CPU active Saving when in idle mode
USART 2% 6%
Asynchronous tirner (RTC) 4% 15%
Timer/counter 2% 6%
ADC 4% 14%
SPI 3% 11%
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car A ADLAR oo 3l oslizal b g ol 51,5 (\MHZ) alie
E90 )l dm a5l 9 Ko N Y L L3 ADCH s 5o |)[,.Q,a
Jawe 0T 5l g 9 Sl iz ool 69, 3l b s 0lgs o0 o

Dge Lhgels |

(DIDR) Jbuzms > (53955 il Jled jué yiunnsr 5
olgie 4 BAVR ST sla (25,57 53909 a8 51 Olgs oo
62909 S &5 Sloj ages ool pa s (29,57 63909
Gl sginn 355 95 0 g o Jlecl la (539,95l (K 4 SlUT
a5 gd (o0 Ol BLol e 86 o (29,5 9 S99 iy
it 0l 2 gz g B lae abl SIUT 53949 45 sl o
Lz do o Nlg e 0L, el gl (o )l s lab 4
picoPower g5 sl 9,50 53 . 25L 4L ,a sl el 9,50 03

(ADC) Jliazes 3 45 S oI6T Jowe
Yo HA Ol (s ¥ oais s s 4 ST Jas
Lsly s sley 1o b 1y o b ol o> b el by 0l e
S s o QT)‘|P.Q<:__“9|,A ol 03 o 9 deed gy sl Hlo
05,5 Jled b 3905 o5lizwl (Single Conversion Mode) Js s
sdle 35S o Ligels a5 ez 4o |, CPU a5 555 rals’ s
Olysa 398 (o0 283 Glulidl 5 (8 pae Ol (LAl el &l
el oo |y Joas s9) » CPU ol Sl il wlalagel b
300 Ol \YUS s g A bas S aolsl 5l aas (0
S0 > Sl i (s Vo bas sl S0US b auslis )
ol 3l il Gpan GialS sl el S g A s a5
Joso sy ol i A o s dadl Lgas 03lial o g5
Haie G g9, 0 1 ADC SN e s 0lgs (oo Lol 3,105 5429

125ms

Fop =
ok s =—83ms

259 uJ Average Energy Consumption

—— —]

979.2ms

lec Fox=1MHz
o 100ms . 4 ms
—e—f3ims = P Bims
0.5 mA — |
0.3mA 248 uJ Average Energy Consumption l
0.2 A e e ——— e
S ®iTms —Time
5.3mA—
lee H—125ms . N 2sms
e e Feik = Mixed 8 MHz and 1 MHz Bl
24mA—| ||
207 uJ Average Energy Consumption
0.2 uA k= e
992 ms — Time
080157 - 12

oals (B ams s (oo plail 6 i Ole) o )L Ll (ST (o0 (5 568 0L 2 (p2l) Sldes plail G )3 00550 5 Leis 2 (o0

A A I N R
PicoPower lag, Koo 092 (pa3g0s oolizwl ATmegal28
0398l adlis 525 ggn 0T 3 byl VYA Lils abils L
L 9 ATmegal 284PA Jio 5,5 48 0l slag w5l Olgs (o0
ol ot Jgaol Lol (3405 05l ATxmegal28A1

o d hgals Sl o 1y oley 5l YA sgas o i b
0l s b oK ask o e b of b oialosT 6l 5, oo
S b bloladl o cdy ¥ adis Sy 0,5 (o0 Jlad oS
15 2oy 39k b9 AES K 5a) by (Ssesly bls)l by
3935 )3 39 (0 UK sy Jelis a5 esls Gi5ls 5 o9k 0 r:l:ge.',l
Jlosl cab A byl o 53 5 35 o0 Olos S S Ve v e - -
D9 (5
AMHZ . Sas uilS 5 ,iS1as b 515 RC el 51 Lo sl
D pan Olgs YOI Jlo)l ja sl bl cpl o ISEPRN oslaul
pEpeCs oal \MHzZ a5 1, YW iS5 a5 Shgo ps .2
as ‘f"""l 03,5 (29> 4,0 D pan 5 s)laie Jl)l J“(’L’dw’
pobaisl 395 a4y Cay 23k bl iy ) pasiis Ol Olpse

4,0 %Y - &M)s@q‘ﬁgl.&ULAKY'VHIQGJ)JJW‘MAUMK\MHZA.;bUAJlf).éJL»)lle)_,Wg‘NAs

Tl
Process Case | Clock (MHz) | Duration (ms) | Current (uA) | Power (mW) | Energy (uJ)

1 8 12.5 5300 15.9 198

Calculation (active), 100 000 cycles | 2 1 100.0 800 2.40 240

3 8 12.5 5300 15.9 198

1 8 83 2400 7.2 60

Transmission (idle), A bytes 2 1 8.3 300 0.90 8
3 1 8.3 300 0.90 8
1 0 979.2 0.2 0.001 1

Power down 2 0 891.7 0.2 0.0006 0.5

3 0 979.2 0.2 0.0006 0.6

1 -- 1000.0 86 0.26 259

Totalfaverage 2 -- 1000.0 83 0.25 248

3 -- 1000.0 69 0.21 207
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Sged po9) ) JaoSS o o3 b el ul Sl

Sy (53135, sla S 509 e DMA (sl,)ls XMEGA la 5 Ko
Sty b b Olgs > 4 CPU 05 55 ¢l 6 i 0Kl a8
oS o Jle yob 4 cdiad o Lo 4 laslas, 4 iy o
L8 CPU s o9 L).m xlgs o (data logger) oledbl
w5 03li] LRTC o5 cunl &9 ol 4,8 g, 08
b peitne yoha gl 9 03,8 G0 ) A/D sla Jaw slas,
Olys oo bl el 53 39 oo Jitie dlisls & DMA 5l oslizul
5 4 By Yia 3305 bsy al Sl 5 S5 s |, CPU
Olsee DMA 1 oslatwl 598 58 asin o3b O 5l i
23 FMbps e ;3 SPI blsyl > o |, CPU I oozl
23 YMbps cc o L UART bls)l > ,5 9 %045 590>
S 5 1 AES )50, Ol (0 2asme Lrals %0V 590>
Sl g (LS Il s ol r:l.q:.‘»l CPU s 99 XMEGA
9 903 ol Gl e sl Joob b ol s mlie
2ged QLB s LS s

3,05 3929 (DIDR) "Jluzm s 39,9 il Jb " iz,

63909 Shlaw 4l 4 4l O ea Olg (0 ol 51 eslawl b as”
N N s ST 51, s

Flash s EEPROM & ow s
sla aasl> sla oxss” J,u8 Olg 0 XMEGA sla (5w 5o
| als abisls o3lil 09 sla Lise s EEPROM ol 0
D905 Ghgals Sy S sla Gise il prslasl I S og
009 & by S 4 sl 1 EEPROM 55, 5 origs sl

Slaiws i) sl dmio ibes Gi9, Hl (G 4 Cs ided) (S
905 05wl (le b

CPU 9 WDT 03903 U;J’.dl’
93> w2y ¥ Al o (WDT) Sls E|9 ).o.ilS 038 Uhgels

Technique Register Fuses OK
Optimise external circuitry
Lower supply voltage BODLEVEL
Use picoPower/'A'-type/XM ECA AVR device
Definite logic levels at inputs: use pull-ups PORTx
Define unused pins as inputs with pull-Lrps DDRx
Use sleep modes SMCR
Periodic operation using RTC and RC oscillator CKSEL
Make active period brief and fast CLKPR CKDIV8
Dynamir clock swiL.ching CLKPR
Use low power oscillator rlode CKSEL
Short oscillator start-up time CKSCL/SUT
Use sleeping BOD or turn BOD off MCUCR BODLEVEL
Iurn on-chip debugger (OCD) otf OCDEN
Turn DebugWIRE/JTAC interface off MCUCR DWEN/JTAGEN
Use power reduction register PRR
Use general-pr-rrpose 1/O registers CPIO
Use virtual ports (XMECA only) VPORTx
Use EEPROM/Flash pcwer reduction mode (XN/ECAonly) CTRLB (EPRM/FPRNI)
Disconnect digital path on inputs used for ADC and comparator DIDR
Use ADC noise reduction mode SMCR
Use onlv eighL. ADC bits ilaccurate enough ADCSR(A). ADMUX
Turn analogue comparator off ACSR
Turn bdldgaD droce(Vref) off ACSR, ADCSR(A) BODLEVEL
Turn watchdog timer (WDT) off MCUSR: WDTCSR WDTON
use event system and DMA (XMEGA only) see datasheet
LCDCCR.
Check LCD waveforms and use low frame rate LCDFRR,LCDCRA,
LCDCRB
Lse Lardrvare TesouTces rather than sollware
Oplimise software for speecl: uSe assembler if necessary CPIO

0 o)l Jyax
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S5l eslanwl 5,05 5929 "[‘S Olys 3 juan sla zge JS&" 9" B e
Sl slacdl 5l as sas o |y Ol ol 0y Ko LCD S
o2 og,i;wT LCD &Y 5l oslatwl 3505 0olatwl (55,5l b o

A8 (o0 pal L ADC 54 juall el 5o )5 Ol s

GRS A
plos &5 (Gogeo > il oo a5 F Jgaz o 0ol 5 5)lee
038 J,us K dlie hob 4 0lgs (oo 39 cule ) (solgaiag 5 )lge
Zigbee aluis G L g oilys asb ¥ ja ], Loy Olyue a5 Les
Voo ose sl (Jeere sadd (5 5L 95 Sleslawl L) xS oo Jl)l
s o0 04uiS” Ob > Ol Slawlse ol 55 3505 o3l Jlo
5 AT86RF231 L AT86RF2’12 S9ly 035 18/ s 00,8
ol 650 Olgny a5 sl i L8 Ladly ascdl ol 00 03518

sl Jlo V- ).A.cksl)lgoTAJ:iézAAfs)fl.xﬁ

Elektor Magazine 2010 e

&L YA g5i - DIP & SMD 05

Sl3l ey (b (b pan 0L, Hlais 5o pee Sla)esl SIS
oliteol (51> 4 1S o3lizaal a8 la Iy, o5 5l Ol 3o b e
,bu“)wg_;hP.:{),illﬂ_xj,:fwgg,wgshbéafdup.:{),fﬂﬂ
G S 3 Slanlre (0350 1) gt sla Jgaz s ooliul
Slr 4 Ol &g y5 9 S esliul la didy jl LS e sl
355 030zl JMP (51> 4 RJMP 5 RCALL 5| CALL g0
G sl iz o ) ass” (e ool T 5l sk o S p2olae
o3l g aalp sy Y mh sla 0L 31 51 s 13
My el el 5l ange sla ol 1 eslil oS (o
Al s dia) opl Lo i Sl 9h (o 5 @ slass

ol 005 03,91 Atmel

LCD
Siiwa LCD J 8 sl sl S59 slils o AVR I 5 5
Solulely sla zoe JKo b (B pan Ob > 03508 Jila> sl
.J,QPSQKA»L“LQ_.)B Jlo)l e a9 398 Ol poguasn
Ol 05,5 Jolas" Lase ,o asbd cublos o iw ols>

&L ¥Y g5i - DIP & SMD 05

http://eshop.eca.ir/link/548.php : Jgame i

&L FF g5 DIP 4 SMD 15

http://eshop.eca.ir/link/547.php : Jgame i

&L $F g5i- DIP 4 SMD Js1s

http://eshop.eca.ir/link/546.php : Jgpame Sid

http://eshop.eca.ir/link/545.php : Jgame Sid
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J-LINK V8.0 540 g yo! ;59
TIAG

TECHNOLOGIES®

Cortex

©

4 /Intelligent Processors by ARM

) 4
ATMEL

2 J g UL g  oliws ol o S I 9 i 5 2
J-Link ,al 55,5 o&iws G - USB 2.0 &5 3, 5l 555esls b bls )l e
USB L& - (.. JAR, Keil ) calises sla,blols )5 Slus g pl 59 (bl
axs) ¥ b S - (510 )55 K0 pLas Sl JalS il o

dalo V'V colews o5 - ARM7/ARM9Y9/ARM11(Atmel,Philips,Cortex-M0/M1/M3, ...)
s Jold 03 588 o) - Serial Wire Debug (SWD) ;I slazis e
e J-Link ARM V4.14f Serial Wire Viewer (SWV) 5| sluiy o
* Keil pVision V4.03q Slebs Slagsl gluliss ol e
* JAR for ARM v5.50.5 12MHZ G JTAG cc e
* ARM DataSheet 720Kbytes/second b sghls cuc o o

800Kbytes/second t DCC cc o

IAR Embedded Workbench IDE b 5" 5,5 ;L.
(USB &g 2 b il 40385 (palb) 035 4 5 09 0
target voltage (s ,.5 o5l cubld 9 JTAG signal ils culde
sazie slealows 5l sl

plug and play i slls o

Sylasliwl o Yo JTAG g5l slols e

GV b, wubls) 3.3V 5 1.2v 5196 o)l 5Wg o) @
oo Ve Oguy L 9 USB LK slyls e

O aslol ol ) cdadlons) jiadgn 3% - shlse
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Pin Pin name I/O0
Number
1 PIO8 I/O Programmable I/O lines
2 PIO9 1/0 Programmable I/O lines
3 PIO10 I/0 Programmable I/O lines
4 PIO11 1/0 Programmable I/O lines
5 GND GND Ground
6 3V3 VDD Power supply connection
7 PIO2 1/0 Programmable I/0 lines
8 PIO3 I/O Programmable I/0 lines
9 NRTS 0] UART RTS (internal pull-up, active low)
10 | RXD I UART RX (internal pull down)
11 | PCMO ) Synchronous 8 kbps data out (internal Pull down)
12 | USB_D+ A USB data plus (Internal 22 ohm serial resistor)
13 | USB_D- A USB data minus (Internal 22 ohm serial resistor)
14 | NCTS I UART CTS (internal pull down, active low)
15 | PCMI I Synchronous 8 kbps data in (internal pull-down)
16 | PCMC I/0 Synchronous data clock (internal pull-down)
17 | PCMS 1/0 Synchronous data strobe (internal pull-down)
18 | GND GND Ground
19 | AIOO I/0 Analog input/output
20 | AIO1 1/0 Analog input/output
21 | AIO2 1/0 Analog input/output
22 | GND GND Ground
23 | 3V3 VDD Power supply connection
24 | RES I Reset input (active low)
25 | PIO6 1/0 Programmable I/0 lines
26 | PIO7 1/0 Programmable I/0 lines
27 | PIO4 I/0 Programmable I/0O lines
28 | NCSB I Chip selection for SPI (internal pull up, active low)
29 | SCLK I/0 SPI Clock (internal pull down)
30 | MISO ) SPI data output (pull down)
31 | MOSI I SPI data input (pull down)
32 PIO5 I/O0 Programmable I/0 lines
33 | TXD 0 UART TX (internal pull up)
34 | NC - NC, not used
Py 35 | GND GND Ground
{f 36 | TEST 1/0 Do not connect, Factory test only
= 37 | TEST I/0 Do not connect, Factory test only
5}, 38 | RF RE RF—t;ansceiver antenna (when chip antenna not in
use!
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This program was produced by the
CodeWizardAVR V2. 04. 4a Advanced
Automatic Program Generator
F(osc) = 4MHz
*****************************************************/
#include <mega32. h>
#include <stdio. h>
#include <delay. h>
#define LED PORTA. 0
#define KEY PINA. 7
interrupt [USART_RXC] void usart_rx_isr(void)
{
char data;
data=UDR;
if (data=="0") LED = 0;
else if (data=="1") LED = 1;
}
void main(void)
{
PORTA=0x80;
DDRA=0x01;
PORTD=0x02;
DDRD=0x02;
/I USART initialization
/I Communication Parameters: 8 Data, 1 Stop, No Parity
/I USART Receiver: On
/I USART Transmitter: On
/I USART Mode: Asynchronous
/I USART Baud Rate: 9600

t ke 039
st OT L 5,0 b dgsle gal b oosle Jas 039,y G plsl |
4 Juaio LED G j5900als” Go b 51039 0 0l 05 magd (o0 LT
S OAD 03,08 955 pualys U5 Sgish g 1) ) 8Ty e
s pualys £l 5pasals @ 1 5555 Kan 4 Justio 5L lS

9 Fgeals Db Ko s (e 0saline B8 JKb )5 4 ghilea
s AUBTM-22 Jgsle s ,b 55 9 15,5 ,1,8 cogsgh JSis
bl (o Bl o 0o b s D)pg0 4 457 ) 8Ty S
diligs sle 6,505 asbuy y0 5l 0lgs (o0 US> 9 5ensls Sl @
3,5 oslawl adl Dgigh 4 seome a5

ST oo doile 0 Wy ) 4ol 4y dzgi b2 e 435
LF33 a5l sl 3Wy ,95968, 5l Li> ail (o0 <y VY
axals sl cly O i Sy & LSy See ST S eslisud
Usile ot 3y s sl 9 8 oolisal [ioma 40335 51 aaily
9 A59,58 TXD ayly o V- K coglie 0879 ,50a
25,5 Jgsle RXD

raminmicro@gmail.com

3,8 og1 phazr (el 0ddun g3

UCSRA=0x00;
UCSRB=0x98;
UCSRC=0x86;
UBRRH=0x00;
UBRRL=0x19;
/I Global enable interrupts
#asm("sei"
LED=1;
delay_ms(1000);
LED=0;
while (1)
{
2
}
GIED
_ w
2 @D
GND XTALL
- XTAL2
]a AREF
0] AVCC
voC RESET
)
i PCT (TOSC2) PD7 (OC2)
g BC4 (TOSC1) FDd (ICE) GED
E PC5 (TDIL) PDS (OC1A) —
S5 BC4(IDO) FD4 (OC1B)
& PC3 (TMS) PD3 (INT1) AyD2
_;—g PC2 (TCE) PD2 (INTO) LED
=irst DC1(SDA) PD1 (TXD)
o =2 BCO(SCL) P (RXD)
—. 33
] o g PAT (ADCT) PFBT (5CE)
= 57 PAG(ADCS) PBS (MISO)
35 PAS(ADCS) PBS (MOSD)
55| PA4(ADCH) PB4 (55)
D1 5P PAI(ADC3) B3 (AINLOCO)
™, 575 PA2(ADCY)  PBI (AINOINT2)
Rl *. DAL (ADCI) PRI1(T1)
' PAD (ADCO) PEQ (XCE/TO)
_1 1w LED
== ATmega3lL
GHD
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A8 Gasin ) la 4l 0oy

S eSS 5 sl JK5 aslea Slebs K5 sl 1y 9,5 sla 4l Jlsl
Specify Component Pin Connections El

Pin Mame | Port | Bit |
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— nPeripheral - &Mechatronics - ill Misc -
Mal Pin Mame Port Bit 4 [- * || Properties v 0 x
iy, ¥ switch PORT C 0 |SWITCH(D) =
5= A
J’__‘:ﬂ . FERANER
;megaiz
— P Wal
[I,IE) 0 O1* — ap esogancy) roperty L
W=k [ At (ADCT) El Appearance
b O3 380 Paz (ADCT)
<-l|>‘ 5 O IO Az (ADC3)
s O ) Position &8, 104
s Oe 350 PAS (ADCS) = Misc
o7 341 PaE (ADCE)
' Os 330 a7 (ADCT)
O 2p arsr E Component
— ; E:? ;3 i:f_ Ext Properties
—@ Connect to; Fort: ||=alhp F = DC;Frovsaz: Connedions
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cabls

)16 SDA b a5 (s i sl o) K5 Master G -¥

S Arbitration .5 s)lge ,0 a5 clils azg b Guicea
39 (gu 45

lus < o (repeated Start) St cuxsy yu e
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|
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scL \ / \ / | scL
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L L
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START ADDRESS RW  ACK DATA ACK DATA ACK STOP
condition condition

MBCEM

Jho)l cgr g cl J8 cdls g5 5l o8 50 o8 5 s -V ools Jnl g A Cus ) Guaw ) dob i Va5 34d 0
Ll s 6 (WRITE) »5ls Ol ,8 )inlﬁ., o ..w)f P LBSns R/W")

o3ls Jloyl Lo xibe READ) s cunlss s Sl G g

oz gl byl 5l gslaws Jol ol ,s a8 il x5 2L Ll Olxea master 31 Lo ausls STOP cursy S L 50
35,5 o0 0Ll L@.’;Td..»)_:)' Jyz 5 a5 Ll osds o w35 ols Sae £, Cardy Sl Abl Al b 4w mes 4 5L
oo slave oG e 9 05 e oolaxwl Repeated Start(Sr)

Definttion of bits m the first byte _

SLAVE —
ADDRESS RW BIT DESCRIPTION sl azsls
0000 000 0 |General cal address il (o0 39790 ) b dw s Guosl g5 cul 4 4z
(000 000 1 |START byte slave- X, & I, _isla osls master-transmitterd
000 001 X CBUS address .
S8 o JBe S s Jle )l g aSl g9 recelver
0000 010 | X |Reserved for diferent bus < s Jlol gz 451 09,
fiese = R
S“}/SLAVE ADDRESS /- RIW#| A [ZDATAZ] A [ DATAZ|ANALP
Q000 011 X Reserved for future purposes Vﬁ’? ﬁé a ? ﬁ V ﬁ Vﬁ
0000 1 XX X Hs-miade master code o | . data transferred
0' (write) (n bytes + acknowledge)
1111 1K X Reserved for future purposes
1111 0K X 10-bil slave addressi ¥
AV s519 from master to slave A= acknowledge (SDA LOW)
A = not acknowledge (SDA HIGH
JUosl g b L 90 5l G &5 sl (pl sl 0 General call [ from stave to master S= ;?r:;Tn:o:sitii:{ )
aus r""‘L““ ) 395 & bgs e sla u*’)’T la aluws r°L°3 <ol ol MBCE05 P = STOP condition
LSB .
slave 1 cob ool 5l am alolds 1) la osls master < -
[oolo oo o]oo]a]x]x[x[x[x[x[x[e]a] gt o
\— first byte % I— second I:pg.rtee4 1
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K%SLAVE ADDRESS%R;WQ A ‘ DATA ?ﬁ% DATA ?E%PA
| I— data transferred J
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"
1
A

RW A | DATA|ABLS

=

= o
fs 7¢ SLAVE ADDRESS

& - - A _
- SLAVE ADDRESS FR/W-] A | DATA |AALP
% - - g [

|_{n bytes J |_{n bytes J

]

* +*
read or write +ack) +ack.)
read or write direction
of transfer
* not shaded because " may change
ransfar direction of Sr = repeated START condition at this point.
data and acknowledge bits MBCEDT

depends on R/W bits.
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SLAVE ADDRESS STAVE AODRESS =
?j 1st 78IS j: 1 A E 2nd BYTE 1 n E’”‘ﬂ A ‘ ED”A ”"‘| )
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|
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Kj SLAVE ADDRESS L J [ SLAVE ADDHESSJ E‘"‘ﬂ | EJA”‘ NAKj
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Aol b Cond rbg 9 03,5 Camy : (06H)00000110 o
8l s Aoy slave GupsT (g5,

slave (555, asl p b cuwd orig : (04H)00000100 o
D 05 oy o8 > ol o 18l s dlwg

9 o3kl L5 pgs ol Olgas 4 : (00H)00000000 e
55 5 o oS 3L 51

Hardware general call 4 cuwl & B cw o LKa
le L8l Coe by (Jlgs 45T cuslizs opl 4 9 sl L9520
slave 3T <G Jlu )l sl 2lgs o5 a5 keyboard scanner
255 oo oyl g (5555 anl 0 Lha5 5 )90
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ol b s Sl s )3 090 (o0 031y parils Sy e S
S o Jos slave-receiver < )40 4 hardware master
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g R (et A.n)f Jlo,l esls ol

ol opl @ lag Ko (wyiws Oljwe LialS” (sl : Start byte
SDA PSS b 9,80 S Il g o oalimwl ol ¢yl
b @ cas &) ) cn Vol S (KB A e )ls 0 diges
G s o 283 el (35,5 0 ) 5 5 SY¥sb Oley sole
SDA 59, sla o3l lgn b aas (o Giul3sl ) 595 (5,15 0 diges
il 1) S)go A 9 dg) I opl o das pasils |
START (S) cursy -

START (00000001) ot -

Acknowledge 4 by o caclo b -

(Repeated start) St sz £9 8 curdg -

r— r—

=y N

SDA | / dummy ! |
| - acknowledge |

| (HIGH) |

|| ||

[ -- | ]

s ACK Sr
L7 el
| «————— start byte 00000001 ———— MBCE33

ft Ve o gl

a5 Squaie C)-ZI 6|).3 ITTXXX e sé aus as )9b Olea
ol sl TTTT0XX S 5l s o b Lol ol oad azils
ST dolie gl TTTTTXX b g el sais oslitwl sguaie
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S99 s sla cursy o bl o g Vol b
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T
SCLH Rs  sow TR2 sCL
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J_T_L
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{1} qn
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e vas—¥- | |Vss Vag Vgg
He-mode Hs-mode Hs-mode Hs-mode Fi&-mode FrS-mode
SLAVE SLAVE MASTERSSLAVE MASTERSSLAVE MASTER/SLAVE SLAVE

(1) Bridge not used. S0A and SCL may have an alternative function.

(2) To input filter.

(3} Only the active master can enable its current-source pull-up circuit.

(4) Dotted transistors are optional open-drain cutputs which can siretch the senal clock signal SCL or SCLH.

IZC ‘sl.m.)).g)lf

—9 4.1.7;9 o.)...'\.g‘T Lng O)LQ.A:) PRI g}{§9ﬁ L)‘ll (51.&.)).3)[{ S)g8 )
Sogo A Jy b dalys ools muog Jee sla Jle of pea 4
, M75A(Philips) , AD7416 sla IC ,bs 5,15 sl 03,28
Ls 5,5 o5lxl @l a5 LM82(Nationalsemiconductor)
1sle CMOS Image Sensors )5 e .Lgd (oo 05l
Server Management sla =, MB86S02A (Fujitso)
5,155 5,5 Motorola Handheld Computer

55900lS b blo,l sl a5 Xicor s, sla IC 51 aids 5o
oalazwl 12C sl JGg 5l il oo Labview Jl 53l £

9 4l o = (5 S (orizme dgww + O dhany 95

: alie
[1]. THE I2C -BUS SPECIFICATION - VERSION 2. 1 - JANUARY 20%
[2]. 12C BUS — Quarndon Electronics Ltd. — www. quarndon. co. uk
[3]. Westermo Handbook — Industrial data communication — Edition 3. 0 —
westermo teleindustri AB, Sweden

FiS-mode

Hs-mode (current-source for SCLH enabled)

ol &b 5,16 3929 clock 5l Ol jea s Arbitration -
(PRI(p DY kS High « Fast cJl> jl a5 sloj ,o Jos
3,5 (o Sogo

4 SCLH 5 SDAH Jlasl sl 45 55355 J515 slady shls -
Yygare 45 .35 0 0olizl Fast-mode «Jl> ,> SCL 3 SDA
S o oo oglite SWy b 93 )0

45,0 51 1/O zohw cbli> tel RS (ks slacaglis -
Sgbee J315 9 Sy g sla

SN0 Gl Js 2l 3929 55 RP) O Uy slacaglin -
3590 55 Olo3 4 Oy 25 T Jge 0z @l 510 - - pf
Sgad 5o 03wl

. HS-mode ;5 Jbs puw sl 0315 Jlus 5l caa 0

s sl s aus” 8 b HS-mode <> 5 a5 Ll plos
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53,5 o HS-mode «Jl>
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(00001 XXX) s A g0 a5 35 =Y
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£95 4 4z b goad HS-mode > 515 b g ol 5l an
.JJ)fGA)L'cTUQ.) uu).)Tkszﬁ_;M Lgsiwm Y o ool

., FiS-mode

i
ST MASTER CODES] A [8r
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A

DATA NEE; P
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A HIGH SPEED AND LOW POWER IMAGE ENCRYPTION
WITH 128-BIT AES ALGORITHM

ABSTRACT

This paper presents implementation of a high-speed
and low power encryption algorithm with high
throughput for encrypting the image. Therefore, we
select a highly secured symmetric key encryption
algorithm AES(Advanced Encryption Standard), in
order to increase the speed and throughput using
pipeline technique in four stages, control unit based
on logic gates, optimal design of multiplier blocks
in mixcolumn phase and simultaneous production
keys and rounds. Also for reduceing power con-
sumption using resource sharing, pipelining and sig-
nal gating. Such procedure makes AES suitable for
fast image encryption. Implementation of a 128-bit
AES on FPGA of Altra company has been done and
the results are as follow: maximum frequency 475
MHZ. power achieved is 301mw in clock frequency
100MHZ. Power is analized using Xilinx Xpower
analyzer. The time of encrypting in tested image
with 32#32 size is 1.25ms.

Keywords: Advanced Encryption Standard(AES),
Pipelining, Signal gating , Image Encryption, De-
cryption.

1. INTRODUCTION

Information is significant in every aspect of human
life. Like any other property, it needs protection.
There are different cryptographic algorithms avail-
able to secure information. However, most of them
are computationally intensive, either deals with
huge numbers and complex mathematics or involves
several iterations. Advanced Encryption Standard
(AES) is a cryptography algorithm proved to have
the best quality among 15 candidates by National
Institute of Standards and Technology (NIST). AES
has high security with relatively little memory and
CPU resource requirements. It is easier to apply
cryptographic solutions on computer based commu-
nication systems than on conventional systems like
telephone, fax and radios. It is not feasible to dedi-
cate a general computer for each of such systems.
Instead, a cheap and portable embedded system can
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be developed to ensure the communication security.
Microcontroller, DSP, or ASIC are used in the con-
struction of embedded systems.

Microcontroller based embedded systems have low-
est cost,

which is one of the basic criteria of an embedded
system design. Variety of microcontrollers available,
each have different processor and peripheral devices
inside them. ARM7TDMI is a popular embedded
processor that has a lion’s share of the market. It is
reliable, that has low cost, low power consumption
and small physical size [1]. AES is implemented
in different ways, many of the implementations are
freely available [2] [3]. However, these implementa-
tions do not run fast enough for real-time applica-
tions, like voice encryption. In such applications, the
encryption has to be done in timely manner. Other-
wise, it affects quality of service of the communi-
cation, in a away that it cannot be tolerated by the
users. In this case, most developers go for a DSP
or ASIC, which can run the available implementa-
tions faster so that it can meet the required speed. To
encrypt the image in [4] add one key stream gen-
erator (A5/1, W7) to AES to ensure improving the
encryption performance; mainly for images charac-
terised by reduced entropy which has increased the
AES security for the image encryption. in [5] used
AES 32-bit for encryption of image. AES encryp-
tion is an efficient scheme for both hardware and
software implementation, and FPGA is used for
AES implementation. In most approaches, a RAM/
ROM- based lookup table (LUT) is used, such as
SubByte [6] [7], and MixColumn [6] which oper-
ates on a 4-byte column and corresponds to multi-
plications and additions in GF (28). Addroundkey
is simply performed by xoring each state with each
key. In [7] MixColumn transformation is based on
a chain of xor units. In [8] an architecture is used
which speeds up the AES algorithm with no feed-
back by duplicating hardware for implementing
each round unit. These approaches are based on
pipelining, subpipelining and loop-unrolling. In [9]



ShiftRow unit is implemented based on a 4-bit coun-
ter and two memories (ROMa, ROMD). In [7] [14]
the inner and outer pipelining and loop-unrolling
has made it possible to achieve the throughput of 30
to 70 Gbps using 0.18um CMOS technology. In [11]
the implementation of S-BOX is based on Finite
Field. In [12] use of only one S-BOX instead of four
has made the hardware and area to be reduced but
also the speed to be decreased by 4 times. The rest
of the paper is structured as follow. Section2 gives
a brief summary of AES algorithm and presents the
system architecture adopted in our implementation.
Comparison of our implementation with those done
is given at section3. Finally section4 provides the
conclusion of this paper.

2. AES ALGORITHM

The AES algorithm is a symmetric block cipher that
processes data blocks of 128-bits using a cipher key
of length 128,192 or 256 bits each data block con-
sist of a 4*4 array of bytes called the state, on which
the basic operations of the AES algorithm are per-
formed. the AES encryption procedure is shown in
Fig.1.

The AES decryption procedure is shown in Fig.2.
AES algorithm contain of two parts: 1- round func-

Plaintext

+
| Add round key |

I Suhstitu‘il:e Bytes I
| shift *Ru:rws |
| Iix Cu:r*lumns |
| Add ru:rjnd key |

+ v

Found |

3
| substitute Bytes |

!
| shiftRows |
!

Round =

Mix Calumns

*
Add Round Key

¥
5hift Rows

!

| AddRoundKey |
[

Ciﬂﬁertext
.Figurel. 128 bit encryption AES algorithm

[ |
I |
| substitute Bytes |
I |

Found 10

tion: this part consisting of different trasformations
: subBytes, shiftrows, mixColumns and addround-
key the four transformation are described briefly as
follows[21]: 1. SubByte: every byte in the state is
replaced by another, using the Rijndael S-Box. It is
a non-linear substitution that operates independently
on each byte of the state using a substitution table (S-
Box). The S-Box is invertible and is constructed by
composition of two transformations. Namely, multi-
plicative inverse in finite field GF(28) followed by
affine transformation [16].

Calculating S-Box entries is computationally ex-
pensive, and its values are independent of the input.
For most applications, S-Box values are pre-calcu-
lated and stored in a 16*16 byte (256 byte) memory.
Each individual byte of state is mapped into a new
byte in the following way: The left most 4 bits used
as a row value and the right most 4 bits are used as
a column value. These row and column values serve
as indexes into the S-Box to select a unique 8-bit
output value as shown in the Fig.3.

In our implementation, S-Box is based LUT as a
way of increasing the speed. This implementation is
shown in Fig.3.

Flaintext

|
| Addroyndkey |
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linverse shift rows|
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key
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+

inverse shift rows|

Found |

+
lInverse sub bytes]
+
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Cinhertext

Figure 2. 128 bit decryption AES algorithm.
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2. ShiftRow: every row in the state is shifted a cer-
tain amount to the left. In this operation, each row
of the state is cyclically shifted to the left, depend-

y

v

Soo | So. J_ISDJ So3 S-box Son | Saw| S0z | Sos
S10 S 12| S13 Sio S11 12| Sis
S20 | S21 | S22 | 523 S0 | Saa | S22 | S23
S0 | S31 | 532 533 S0 [ 531 | S32| 33

Figure3.S-BOX transformation(LUT)

ing on the row index. The first row is not shifted,
the second shifted 1 byte position, the third 2 byte
and the fourth 3 byte position. A graphical represen-
tation of shiftrows and inverse shiftrows is shown
Fig.4,Fig.5.

In our implementation, 16*8-bit registers have been
used, and in the Verilog program, each output byte
is placed in the position as it has to be after shift op-

s s’

CELLLI | s [ S | S | S

Sa0] 521 | S22 |52 @ S22 | 23 | S20 | S2a

S0 Saa | Sa2 | Fas @, S3ia [ a0 | Sa1 | S
Figure4.ShiftRows transformation
S S’
So.0 | Soa | So.2 ] So, So0 | Soa | Soz2 | Sos

Sa0 | Saa [ Sz |5 @ San | Sa2 | S5 | Sao

Figure 5 Inverse ShiftRows transformation.

eration, making a 128-bit register which can also be
used as one of the pipeline registers. Fig.6 shows the
implemented shiftrow.

3. MixColumns: the data within each column of
state are mixed. It operates on the state column wise,
treating each column as a four term polynomial over
GF(28). The column polynomial is multiplied mod-
ule x4+1 with fixed polynomial, p(x) giving by
p(x)={03}x3+{01}x2+{01}x+{02}.
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Figure 6. ShifitRows/inverse ShiftRows Eii:esign.
The transformation can be defined by the following
matrix multiplication on state(Fig.7):
Multiplication of a value by x (i.e, by {02}and{03})
can be implemented as a 1-bit left shift followed by

a conditional bitwise xor with (0001 1011) if the

y.v

A
[FrE——_—
-—w

S00 | So1 | S0z | Soa Soo | Saa | Soz | S0z
Sio| S| Si2 | S1a Sto| S | Sz Sz
520 S21 | S22 | S23 S20 | S21 [ S22 | Sas
S30| 531 | 532 | S33 S30 | S31 [ Sz Sas

Figure 7. Mixcolumns transformation

leftmost bit of orginal value is 1. (* stands for Ex-
clusive OR ) for example, we have: {02}*{87}=(0
0001110)~(00011011)=(0001 0101) and {03}*{6E}
={6E}({02}*{6E})=(01101110)"(11011100)=
(10110010).

Our implementation is based on multiplication by 2
and 3 (multi2, multi3) and xor operation and these
two multiplications have been written as a function.
In Fig8 shows our mixcolumn implementation. The
equation of multiplication of each row by each col-
umn has been fully pre-calculated; therefore, the op-
erations are only based on shift and xor, and this has
resulted in an increase in speed of

implementation of mixcolumn is shown in Fig.8.
InvMixcolumns is the inverse of the mixcolumns
transformation. our implementation inverse mixcol-
umn shown in Fig.9. InvMixcolumns operates on the
State column-by-column. The InvMixcolumne can
be written as matrix multiplication shown in below:



[ DEOBOD Q9 | ([Seo So1 S0z Sz | "Se0 So1 So2 So3
09 OE OB 0D S0 S11 S1,2513 S10 S11 51,2513
oD 09 OE 0B S20 S21 S22 S'23 Szo Szi1 S22 S23

. 0B ODO9 OE / 'S's0 531 532 833

S30 531 S32 S33 |

4. AddRoundkey : a round key is added to a state. In
this operation round key is applied to the state by
in[127:120]

Mult2 F—

in[119:112] G%

— Mult 3

in[111:104]

: 63— Out[127:120]

in[103:96]

in[127:120]

in[119:112]
— Mmult2

in[111:104] ”

—— Mult3 8 GB— Out[119:112]

in[103:96]

in[31:24] Mult 3

in[23:16]

in[15:8] L

' 69_ Out(7:0]

in[7:0]

— Mult 2

Figure 8. Our implementation mixcolumn base of mult3 and mult2.

1n[111:104]

1n[103:96] w2

1n[127:120] .
B'- Mult2

1n[119:112] > q
1n[111:104] B }
1n[127:120] T
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P+ mui2 .
1n[119:112] |
1n[111:104]
1n[103:96]

(;9-.@.__

Out[127:120]

1n[119:112] <
.Figure 9. Our implenetation inverse mixcolumn base of mult2

a simple bit wise XOR. The round key is extracted
from the cipher key by means of key schedule. the

operation is viewed as a column wise operation be-
tween the 4byte of a state column and word of the
round key, it can also be viewed as a byte-level op-
eration.

2- key expansion In Fig.10 shown AES key expan-
sion. That explanation according to Fig.10 in next
paragraph.

The function g consist of the following subfunc-
tions: 1. Rotword performance a one-byte circular

Y
- D O
Y X |

Wy | ws | we | wy

3

Figure 10. AES key expansion

left shift on a word. this means that an input word
[b0,b1,b2,b3] is transformed into[bl,b2,b3,b0].
2. subword perfoms a byte subtitustion on
each byte of its input word using the S-box.
3. The result of steps 1 and 2 is xored with a round
constant shown in tablel.

Our implementation key expansion non-pipelining
is shown in Fig.11 and Fig.12

i 1 2 3 4 5 6 7 8 9 10

RC[J] |01 (02 |04 |08 |10 |20 |40 |80 |1B |36

Table 1.the value RC[j] in hexadecimal

Inverse key expansion non-pipelining is shown in
Fig.13 also We see Inverse R-con shown in table 2:

70~ A 7:0
15:8 | s

23:16 :
3124 1 3124

Figure 11. Rotword(rotate)
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U f"'\ —-| Rotate |
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g
L/
I
| out[ilz?:n] |

Figure 12. key expansion non-pipelining
To implement key expansion, pipelining technique
has been used and its control unit has been imple-

i 1 ]2 3 4 5 6 7 8 9 10

RCJ)] |36 |1B |80 |40 |20 |10 |08 |04 |02 |01

Table 2. Inverse R-con

[ inf27:0] |
DAL L
—'I Rotate |
IR-con

| S-hox |

Fan

32 32 32 22 \"'"‘;

I
[ ou27:0] ]

Figure 13. Inverse key expansion non-pipelining

mented using logic gates. These two factors lead to
an increase in speed and throughput of the unit, and
it is controlled in the way that with each state, A
key is generated; this means that the steps of data
shifting in key expansion and round are done simul-
taneously. Finally, each key is xored with its corre-
sponding round. The use of 4 stage pipelining, and
control unit based on logic gates, design of Mix-
Column unit based on multiplications by 2 and 3,
hardware implementation of multiplication of each
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row by each column, and simultaneous generation
of each key and each round have made this imple-
mentation to be high in terms of speed and through-
put. In the control unit of AES algorithm, the final
result generated in the end of each round and key
expansion should be produced simultaneously, in
order to prevent happening a cycle difference and
subsequently no wrong numbers is produced at this
stage. Therefore, the control unit of this design is
such that control signals of 4 performed operations
in each round and also their multiplexers are simul-
taneous and done step-by-step with the performed
operations in each phase of key production in key
expansion, in order to ensure the synchronization
and speed increase and that the key production takes
place just in the last phase. The number is just pro-
duced in the last phase of round and to achieve this,
control signals have been ordered and arranged ac-
cordingly. In other words, because of using 4 stage
pipelining both in key expansion unit and in each
round, and provided that their control signals are
defined correctly, a perfect harmony will be cre-
ated between these stages. More over, this unit is
implemented by logic gates which again cause the
production speed of each round and key to be in-
creases. And for reduce power consumtion using of
pipelining and signal gating or enable/select signal
that pipelining shortens the depth of combinatorial
logic by inserting pipeline registers also pipelining
is very effective for data path elements such as par-
ity trees and multipliers. Enable/select signal pre-
vents the propagation of their switching activity.
Therefore power consumtion is reduced. Fig.14 and
Fig 15 shows the implemented encryption and de-
cryption algorithm.

Block of k-to-w is register that get 128bit input and
output include wl,w2,w3,w4 that each are 32 bits.

plaintxt  mainkey

n[159:0]

M[31:24] S-hox
N[23:16]

M22:161 S-hox p7—| Ktow

M[15:8] _ [ hias:al N[issi:az_l -
N[7:0] Nle3:32]
M[7:0] -m o T
R-con s
Control unit P[13:0] ‘P[:lazllj i i

base logic | ME10]

P
Ke
L i

N[31:24]

Figure 14. Implementation of AES encryption
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Figure 15. Our implementation of AES decryption
The original image can be regenerated using the en-

crypted image and the final key produced at the last
stage of encryption by the image decryption circuit
which is implemented too. In this implementation,
the image used is of 32*32 size; the Hex codes of
the image is given to the designed AES encrypting,
and encrypted data of the original image, that is the
encrypted image, are obtained. The time needed to
generate the encrypted image is 1.25ms which is
very shorter of [20]. Fig.16 shows the original im-
age and the encrypted image obtained by this im-
plementation. are the histogram of the original and
encrypted images shown in Fig.17 We can see that
the histogram of the ciphered image is fairly uni-
form and

is significantly different from that of the original
image. Therefore, it does not provide any indica-
tion to employ any statistical attack on the image
under consideration.

3. COMPARISONS

This design is accomplished via Verilog HDL hard-

Figure16.0Original image and the encrypted image

Histogram of Orginal image
60 120

Histogram of encrypted image

ware description language by QuartuslI9.0 software
simulated with MATLAB, and finally implemented
on FPGA in Stratix II family. power is analized to
Xilinx Xpower.

This design has a high speed, high throughput and
low power consumption. It is really suitable for
highly secured image encryption; and also the time
of its converting is low. Table 3 shows the compari-
son between frequency, throughput, numbers of
register and devices and the type of device that has
been used in different articles and in table4 the char-
acteristic of our encryption image has been shown.

Our measurement result of implementation image
encryption by AES is shown in table 4 and power

implementa- Device Frequency | Through- | Nbr
tion (mhz) put of
(mbps) | regis-
ter
M.zeghid[4] |  --—--—--- 129 1651 | -——----
lthulasimani | Xc2v600bf |  ------- 666.7 2943
[19] 957-6
Parhi[20] xc2vp30 150.5 221.4 536
Wang[17] |  -----—-- 125.38 1604 395
fburns[18] | = ------- 132 156 4800
Parikh[13] | Xcv1000e-8 168.4 30556 | 11022
Chang[9] Spartan- 287 647 148
3xc3s200
Cheng[15] Vertex- 273 749 104
2px-
c2vp2273
Elkeelanv[16] | Single core | ------- 12.6 1475

Table 3.Compare implementation of different AES algorithm

consumtion is shown in table5.
4. CONCLUSION
In this article hardware implementation of AES al-

Implemen- | Device | Frequency | Through- | Nbr of | Encryp-
tation (mhz) put register | tion
(mbps) time(ms)
Proposed | Stratix 475 617 808 1.25
method I (32%32)
Kuo-huang | Ver- 273 749 104 8243
[20] tex- (120*160)
2px-
c2vp2

50 1 100
40 180
30 1 60
20 1 40

10 1 20

0
0 50 100 150 200 250 300 UU 50 100 150 200 250 300

Figurel7. histogram of the original and encrypted image

Table 4. Our result of impelementation of image encryption by

clock frequency Proposed method [22]
25MHZ 109mw 885Smw
100MHZ 30Ilmw ---

TableS. power consumtion by
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gorithm is used to encrypt the image. For increase
speed applying 4 pipeline stages, designing the con-
trol unit based on logical gates, Implementation of
mixcolumn and invmixcolumn by mult 2 and mult
3 units and synchronizing the key production phase
with each round phase. Also for reduceing power
consumption using resource sharing, pipelining and
signal gating. This algorithm has been improved in
terms of hardware and is appropriate for encrypting
an image in a short time.
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Component Based Automation

SIMATIC iMap V3.0 SP1

SIMATIC NET Communication Software
SIMATIC NET PC Products 2008
SINEMA E Lean 2006 SP3

SIMATIC HMI Software
SIMATIC WinCC flexible 2008 SP1

Bahram RASHIDI, Ali FARMANI

Departeman of Electrical And Computer Engi-
neering University of Tabriz
Bahram88@ms.tabrizu.ac.ir ,
Ali_farmani88@ms.tabrizu.ac.ir

SIMATIC WinCC V7.0 SP1

SIMATIC WinCC/Web Navigator V7.0 SP1
SIMATIC WinCC/DataMonitor V7.0 SP1
SIMATIC WinCC/ConnectivityPack V7.0 SP1
SIMATIC WinCC/ProAgent V7.0 SP1

SIMATIC Maintenance Station 2009

SINUMERIK HMI Software

SIMATIC STEP 7 for SINUMERIK Hardware
V5.4 SP4

SINUMERIK Toolbox 810D/840D Add-on for
STEP 7V5.4.4.4

TRANSLINE 2000 HMI Pro RT V7.2.0.5
TRANSLINE 2000 HMI Pro CS V7.2.0.5
HMI Advanced V7.3 SP3

SINUMERIK HMI for WinCC flexible 2008
SIMOTION Scout V4.1 SP2

Drives
Drive ES Basic V5.4 SP3

A&D Data Management
A&D Data Management Agent V1.2
A&D Data Management Client V6.1

Sensors & Communication
SIMATIC RFID Systems (RF170C) V1.3.3
SIMATIC RF MANAGER 2008

SIRIUS Tools

Sirius Motor Starter ES 2007 SP1

Sirius Soft Starter ES 2007 SP1

Sirius SIMOCODE ES 2007 SP1
SIRIUS Modular Safety System ES 2008
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